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Abstract 
Steganography is a technology used since years for the communication of messages   secretly. These secret messages are put 
inside honest carriers. Carriers can be digital images, audio files, video files and so on. The limitation in sending concealed 
longer messages has been overcoming by the inclusion of video files as carriers .Popular internet services such as Skype, 
BitTorrent, GoogleSuggest, and WLANs are targets of information hiding techniques. Nowadays, plotters are not only using 
the carriers but also the protocols for communication that regulate the path of the carrier through the Internet. This technique 
is named Network Steganography. 
 
© 2014 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of organizing committee of the International Conference on Eco-friendly Computing and 
Communication Systems (ICECCS 2015). 
Keywords:Protocol Steganography; Network Steganography; Cryptography 
1. Introduction  
The term Steganography originates from the ancient Greek words steganos − covered, concealed or protected and 
graphein − writing. Likewise, the term cryptography originates from kryptos − hidden or secret and graphein [1]. 
Steganography and cryptography can be applied in combination; both are orthogonal [2]. Both the terms have closer 
 
 
* Corresponding author. Tel.: +0-000-000-0000 ; fax: +0-000-000-0000 . 
E-mail address:author@institute.xxx  
© 2015 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of the Organizing Committee of ICECCS 2015
765 Amritha Sekhar et al. /  Procedia Computer Science  70 ( 2015 )  764 – 768 
meaning. But both need to be considered as different techniques for hiding information [9]. 
Network steganography is a fast developing field and immature branch of information hiding [3]. Krzysztof 
Szczypiorski at Warsaw University of Technology introduced network steganography and a steganographic method 
for wireless local area networks (WLANs) - Hidden Communication System for Corrupted Networks, HICCUPS 
[13], [16], [17]. The gist of network steganography is the exploitation of Open System Interconnection Reference 
Model (OSI RM) protocols. Wojciech Mazurczyk and Krzysztof Szczypiorski published the first paper about 
network steganography in Internet Protocol telephony, introducing the concept of Lost Audio Packet 
Steganography, LACK [14]. 
The  classification  of  network  steganography  methods can  be  based  on  the  protocol  functions  associated  with 
the  OSI  RM  layers. These methods utilize one or more protocols simultaneously. The steganographic method that 
utilizes single network protocol is termed Intra-protocol network steganography and the one which utilizes more 
than one network protocol is termed Inter-protocol network steganography [1]. Padding Steganography (PadSteg) is 
one of the inter-protocol steganographic methods [4]. 
The  classification  of  intra-protocol  network steganographic methods is based on the type of modification of  
Protocol  Data  Unit  (PDU)  and  modification of  time- relations between PDUs. There exists methods which 
encompass the modification of PDUs as well as the modification of time-relations between PDUs, such methods are 
considered “hybrid” [10] e.g. LACK, and Retransmission Steganography (RSTEG)[12]. Modification of  PDUs 
includes either  modification of  payload,  modification of  protocol specific fields (e.g. Wireless Padding (WiPad), 
specific methods of Stream Control Transmission Protocol (SCTP)) or both (hybrid , e.g. HICCUPS), while the 
modification of time-relations between PDUs includes either reordering of the PDUs by SCTP multistreaming based 
methods, intentional losses of  PDUs or  modification of  inter-PDU time delay. 
In the second section of this paper, the usage of network fields is described. In the third section, the proposed 
system is presented. In the fourth section, the implementation method is detailed. The recent developments and the 
future possible applications are briefed in the fifth section, and it is followed by conclusion in the sixth section. 
2. Using Network Fields 
Fig. 1 shows the TCP header. The Options field is used to provide additional functionality or optional parameters 
that may be used by the sender or the receiver, whereas the 32 bit Sequence number field is used to identify the 
current position of the data byte in the segment [18]. 
Fig. 2 shows the IP header. In the IP header, the 8 bit ToS field is not used by many of the network systems. The 
16 bit ID field helps the receiver in reassembling the datagram fragments. The value in the ID field is copied to all 
fragments when a fragmentation occurs. The Flag field has 3 reserved bits – X (Reserved), DF (Do not Fragment) 
and MF (More Fragments). The use of DF bit in covert communication requires prior knowledge about the MTU 
[18]. In [19], a method of covert communication by manipulating the lower order bits of the TCP timestamp field 
has been presented. 
 
Fig. 1. TCP Header 
From the analysis made in [6], it is concluded that the use of most of these header fields in carrying out network 
steganography, can be easily detected. Therefore, it is necessary to have new systems that are capable for the 
effective transmission of secret information across the network [20]. 
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Fig. 2. IP Header. 
3. Proposed System 
We propose a new method which efficiently carries out steganography in network protocols using PRNGs which 
minimizes the attacks and information recovery by intruders. The system involves the sender, the receiver and the 
intruder trying to access the channel to decode the information but fails in recovering them. 
    In this method, application of steganography on the header field of the network protocols involves the use of a 
key generating function to generate keys to decode the secret information. It is assumed that both Alice and Bob 
make use of the same generating function for the decoding process. This is the critical part of the method, where the 
function and thereby the bit positions in the header are priory shared only between the communicating parties. 
  If we apply randomization on the generating function for keys, then the level of complexity for extracting data 
from the headers will be increased and thereby process of retrieving the right information again gets complicated 
due to the change in bit positions. 
   In addition, a concept of ‘fake key’ is also introduced in this method. Along with the actual data and keys, fake 
keys are transmitted that are keys which could mislead one who gets access to the transmission channel. If any 
eavesdrop in the transmission channel occurs, then it incurs greater delay in time to meet the goal to identify and 
recover the exact information. The goal to achieve minimum recovery by intruders and thereby countering attacks is 
met here. Since, the bit positions of the actual key to decode the data is known only to the sender and the receiver, 
anyone having the encoded information might be at a sea of keys – trying to identify the actual key to decode. 
 
4. Implementation Method 
Consider a sender (Alice) and a receiver (Bob) intended to transmit and receive secret data respectively by using the 
covert channels in TCP/IP headers. The secret message is encrypted and is steganographically embedded in the 
video by Alice. The resultant stego object is again encrypted followed by compression. The end file is embedded 
steganographically into the network packet headers, thus generating a sequence of steganographic network packet 
sequence. This sequence is sent over the computer network. 
Fig. 3 shows the process of encoding and embedding by Alice. 
 
 
 
 
 
 
 
 
Fig. 3. Sender side processes of encoding and embedding 
           Upon receiving the sequence of steganographic packets from Alice, Bob starts extracting data from the 
headers of the packets. Then, the data undergo decompression followed by the decryption process. Now Bob has the 
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767 Amritha Sekhar et al. /  Procedia Computer Science  70 ( 2015 )  764 – 768 
video file with the encrypted secret message embedded in it. Bob now carries out the desteganography process to 
desteg the encrypted secret message from the video file. Following this, the secret message undergoes decryption 
again and thereby Bob gets the original secret information. The final decryption step makes use of the key that Bob 
has extracted from the protocol header fields. 
 Fig. 4 represents the process of decoding and extracting the crypto-steg data by Bob. Once the data and key 
are successfully extracted from the header fields, the decompression and decryption steps are followed respectively. 
The resulting Stego file is then encrypted using the key extracted from the header fields and thus Bob obtains the 
original secret information. 
 It is to be noted that both Alice and Bob need to have agreed upon a common encryption and compression 
algorithms for use during the communication process [21]. 
 
 
 
 
 
Fig. 4. Receiver side processes of decoding and extracting 
5. Recent Developments and Future Applications 
Recent   information  hiding   solutions  exploit   popular P2P services like Skype, P2P file sharing systems like 
BitTorrent, search features like Google Suggest, multimedia and real-time services like IP telephony, new network 
protocols  like  SCTP,  wireless  network  environments and many more [2].Steganographers exploit services if it 
has large volume of traffic that can be altered to bring forth a covert channel (e.g. IP telephony). Transcoding 
Steganography (TranSteg) is a steganographic method which targets IP telephony services [15]. Another 
steganographic method, Skype Hide (SkyDe) targets P2P services like Skype [5]. A steganographic method has 
been introduced for P2P file sharing services, StegTorrent[7]. The   StegSuggest   steganographic   method targets 
the feature, Google Suggest [8], [11]. 
Wireless networks are very popular, dynamically evolving network steganography sub-field. Information hiding 
techniques target wireless networks also. WiPad, a steganographic method for WLANs, was introduced by 
Mazurczyk and Szczypiorski. Network Steganography has a lot of future applications for malicious software. The 
application of the aforementioned network steganographic methods leads to more sophisticated malware. The 
covertness of malevolent programs on smart phones can be increased in the future. This possibility is dramatically 
doubled in smart phones because the multimedia capability lets to create and use a video range of carriers’ e.g. 
audio, video, images or Quick-Response (QR) codes. Another reason is the availability of a full featured TCP/IP 
stack.  It gives the possibility to interact with desktop-class services, thereby completely utilizing all the already 
available network methods for computing devices. Also, covert channels can be made exploitable based on VoIP 
and P2P, since the plethora of the adopted OS allows developing sophisticated applications. Network Steganography 
has been emerging into new and new domains. The stealthy illegal data exchange can be increased. Network 
Steganography can have tremendous influence to industrial espionage when it comes to data leakage. 
6. Conclusion 
Network Steganographic methods are getting more sophisticated. They are becoming harder to detect. New and 
new data carriers could be developed. It must be highlighted that as new and popular steganographic methods evolve, 
the data traffic of genuine internet users will also be utilized by network steganograhers. The network steganography 
threat can affect all internet users. This would lead to legal as well as ethical problems. Recently, there has been a 
significant increase in the development and application of network steganographic methods for malicious purposes. 
This in turn has increased the qualities, capabilities and covertness of the network steganography. Network 
steganography would be applied in an increasing manner in each and every future malware or malicious activities. 
Data extraction from 
header fields 
Decompression & 
Decryption 
Stego File 
Secret Data 
768   Amritha Sekhar et al. /  Procedia Computer Science  70 ( 2015 )  764 – 768 
But, there lacks effective countermeasures. Therefore, an additional research is a critical need in the field of network 
steganography which would formulate universal countermeasures [1]. 
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